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INPEAMCIIOBUE

MexayHapoaHBId Cco03 anekTpocBsizn (MCD) sBnsercs CHeNMANM3UPOBAaHHBIM — yupekacHneM OpraHu3anuu
OO6bvennHeHHBIX Harmii B 001acTH 3IeKTPOCBA3M U HH(OPMAITMOHHO-KOMMYHUKATHOHHBIX TexHonoruit (MKT). Cexrop
cragaptu3ammu  AmekTpocBsizy MCD (MCD-T) — mocrosHsbll opran MCD. MCD-T orBewaer 3a H3y4eHHE
TEeXHUYECKUX, IKCIUTyaTallHOHHBIX ¥ TapH(HBIX BOIPOCOB U 32 BEIIYCK PexoMeHIaIuii 10 HUM ¢ LebIo CTaHIapTU3alUuH
9JIEKTPOCBA3H Ha BCEMUPHOU OCHOBE.

Ha BcemupHnoit accam0iiee mo crangaptusanuu 37ekTpocBss3u (BACD), koTopas MpOBOAUTCS KaXKAble YEThIpE Toja,
OTIPEJIENIAIOTCS TEeMbl U1 H3Y4YeHHsl HccleAoBaTeIbCcKuMu Komuccusimu MCD-T, koTopele, B CBOIO OYepenb,
BI)Ipa6aTI)IBaIOT PeKOMeHI[aHI/II/I I10 3TUM TEMaM.

Yrepxnaenue Pekomennarmit MCO-T ocymiecTBisieTcs B COOTBETCTBHHU C MPOIETypo, H3jiokeHHOH B Pesomonuu 1
BACO.

B HekoTopbIx 00nacTsaX MH(GOPMAIMOHHBIX TEXHOJOTHH, KOTOpble BXOAiT B KomnereHuuro MCO-T, HeoOXxomumMble
CTaH/IapThl pa3pabaThIBAIOTCS HA OCHOBE coTpyaHudecTBa ¢ ICO u MOK.

© ITU 2024

Bce mpara coxpanenbl. Hu o1Ha u3 yacTeil TaHHOH MyOIMKaIUU HE MOKET ObITh BOCIIPOM3BEICHA C TIOMOIIBIO KAKHX OBl
TO HH OBUIO CPENCTB Oe3 MpeABapUTEIbHOTO MMCEMEHHOT0 pa3pemenus MCO.



PE3OJIIOLM A 58 (ITepecm. Hero-/lenu, 2024 1.)

IHoonpenue co31aHus M COBEPIIEHCTBOBAHMUS HAIMOHAJIBHBIX FPYIII PearupoBaHUs
HA KOMNbIOTEPHbIE HHIMIEHTHI, B YACTHOCTH /IJIsl PA3BUBAIOIIMUXCS CTPaH

(ﬂoxamtecﬁype, 2008 a.; [ybai, 2012 2.; XKenesa, 2022 2.; Horo-/lenu, 2024 2.)

Bcemupnas accamOiiest o ctanaapTusanuu d1eKTpocBs3u (Heio-demn, 2024 1.),

HANOMUHAA

a) o Pesomonnu 130 (Ilepecm. Byxapect, 2022 r.) [ToaHOMOYHOM KOH(pEpeHIMH 00 YCUICHUH POJIH
MCD B ykperuieHHH A0Bepus U 0€30MacHOCTH MPU UCIONIBb30BaHUK HH()OPMAIIMOHHO-KOMMYHHKAIMOHHBIX
texHonoruit (MKT);

b) uyro B Pesomonun 123 (Ilepecm. Byxapecr, 2022 r.) [TonHomouHO#H KoH(pepeHmu ['eHepanisHOMY
cekperapio u Jlupekropam Tpex bropo mopydaercs TecHO COTpPYAHMYATh MEXIY COOOH B MpOBEIEHHUH
WHUILMATUB, HAMPABJIEHHBIX HA MPEOJOJIEHUE Pa3phlBa B CTAHAAPTU3AIMM MEKAY Pa3BHBAOIIMMHUCAL U
Pa3BUTHIMU CTPaHaMH,

npusHaeas

a) BECbMa YJIOBIETBOPUTEIBHBIC PE3YIbTAThl, HOCTUTHYTHIE IMYTEM HCIOIB30BAHUS PETHOHAILHOTO
noaxoja B pamkax Pesomrorum 54 (Ilepecm. Hero-Jlenmu, 2024 1.) HacTosmel Accamouen;

b) BBICOKOTIPHOPHUTETHYIO paboTy, mpoBoauMyio B CeKTope CTaHmapTH3alud dieKTpocBsizu MCD
(MCD-T) no Peszomroniuu 50 (Ilepecm. Hero-/lenu, 2024 r1.) HacTosmiel AccamOiien o KuoepOe30nacHOCTH B
COOTBETCTBHH C €Tr0 KOMIIETCHIIMEH, CIEeIMaTbHbIMU 3HAHHSAMHU M OIBITOM, B TOM YHUCIIE COJACUCTBUE
JOCTUXKECHHIO O6IH€FO IIOHUMAaHUWA CPpEaU NMPaBUTCILCTBEHHBIX OPIraHOB U JPYTrUX 3aUHTEPECOBAHHBIX CTOPOH
BOIPOCOB YKPEIUICHUS JOBEpHsl U 0€30MacHOCTH pu ucnoib3oBannu KT Ha HAIMOHATILHOM, PETHOHATLHOM
Y MEXyHapOTHOM yYPOBHSIX;

C) poct ypoBHs udpoBoii Tpanchopmanmn u 3aBucuMoctr 0T KT B pa3BUBAIOMIMXCS CTPaHAX;

d) BO3PACTAIOUIYIO0 CIOXHOCTb YIpPaBJICHUS HHQPPACTPYKTYpOH, HMHCTPYMEHTaMH, IEPCOHAIOM H
ciry>k6aMu 0€30MacHOCTH U1l 3alMTBl OT KUOepyrpo3 BBHIY TOro, uto kubepyrpossl cersim MKT u
kubeparaku Ha cetu MIKT Bo BceM Mupe cTaHOBSTCS Bee 60iee Cepbe3HBIMI U N30IIPEHHBIM;

e) YTO 10 Mepe NAIbHEHIIero pasBUTUS UHPPACTPYKTYPHI, YCIYr U TexHonoruil anexkrpocsszn/UKT
MIPOMCXOANT TAK)KE pa3BUTHE KHOEPyTpo3 U KubepaTak, KOTOpbIe PaCIPOCTPAHAIOTCS C TOMOIIBIO PA3THIHBIX
Cpe/CTB, TAKUX KaK MOOHJIbHBIE yCTPOICTBA, CEPBEPHI, CETH U JaKe SKCIUTyaTallHOHHBIC TEXHOJIOTHH;

f) paboty, nmpoBeneHHyt0 B CekTope pa3BuTHs diekTpocBsizu MCD (MCDO-D) B paMkax HpexHEro
Bompoca 22/1  1-it  UccnepoBarensckoit  komuccmn MCDH-D  m cymiectByromiero  Bompoca  3/2
2-11 UccnenoBarenbckoit komuccuu MCO-D no nanHo# Teme,

1 K TtakoBeIM OTHOCATCA HauMeHee Pa3BUTBHIC CTpaHbl, MaJIbIC OCTPOBHBLIC pa3BUBAONIUCCA TOCyAapcCTBa,
Pa3BUBAOIIMECA CTPAHBI, HC UMCIOIINE BbIXOAAd K MOPHO, @ TAKKC CTPAHbI C HepeXOHHOﬁ SKOHOMHMKOM.
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ommedas,

a) YTO BO MHOI'MX CTpaHaxX, B YACTHOCTH B Pa3BUBAIOLIUXCS CTpaHaX, MO-MPEKHEMY COXPaHAETCA
HU3KUH YPOBEHb TOTOBHOCTH K PEarnpoOBaHHIO HA WHIMJCHTHI KHOEPOE30IMacHOCTH;

b) YTO BBICOKHH YpOBEHb B3anMOCBsi3aHHOCTH ceTeil Ha 6asze KT moxxeT ObITh HapyllleH BCIIEACTBHE
aTaK, UCXOJSIIUX U3 CETe MEHEee IMOATOTOBICHHBIX K 00ECIIEUCHHUIO 3aIUThI CTPAaH U PETHOHOB,;

C) B2)XKHOCTh OOECTICUYCHUS] JIOJDKHOW CTEIIeHH TOTOBHOCTH K pEardpoBaHUI0 Ha WHIMICHTHI
KnOepOe30nacHOCTH BO BCEX CTpaHaXx;

d) HEOOXOOMMOCTh M MPEUMYLIECTBA YUPEKAEHHs TIPYIN pearupoBaHUs] HA KOMIIbIOTEPHBIE
VHIUICHTH/pearnpoBaHusl Ha MHIUJAEHTHI KnbepoesomnacHocTy/ pearnpoBanus Ha kuOepuHiuaeHTsl (CIRT)
Ha HAlMOHAJIBHOM OCHOBE, HalpuUMeEp IyTeM ONpEACNCHHs EIUHCTBEHHOTO KOHTAKTHOTO JMIa JJs
COTPYZIHHYECTBA U CBSI3U MEXIY CTPaHaMHM, a TAKXKe CONEHCTBUS KOOPIMHALMM NESTEIbHOCTH Pa3IMYHbBIX
o0benuHenuni (Hanpumep, orpacieBsix CIRT) B paMkax OTAETEHON CTpaHBL;

e) YTO 0 MEpEe YCIOXKHEHHS BOMPOCOB KHOEPOE30MacHOCTH MOXKET BO3HHKHYTh HEOOXOIWMOCTH B
pazButun Bo3MoxxkHocter CIRT;

f) gyro TepmMuH "CIRT" oTHOCHTCA K HIMPOKOMY KpPYTY YUYpPEXAECHWH, BBIOMHSIIOMMX (YHKIUN
pearupoBaHusl Ha MHLUUACHTH KuOepOEe30MacHOCTH, TaKUM Kak LeHTp kubepbezomacHoctH (CSC), meHTp
yrmpaBieHus obecneuenreM Oe3omacHocTd (SOC), rpymnma pearnpoBaHHsS Ha HapyIICHUS KOMITHIOTCPHON
3amuthl (CERT) u rpymma pearnpoBanus Ha MHIUIEHTH B chepe KoMmbroTepHoit 6e3omacaoct (CSIRT),

yuumbsledas

pabotry 17-ii HccnemoBarensckoit kommccmnm MCDO-T, kacaromyrocs HaruoHanbHBEIX Tpynn CIRT, wu
MPOBOIMMYIO B JAPYIHX TpyIax WM OOBEAMHEHWSIX II0 BOIpPOocaM O€30MacHOCTH, TaKWX Kak
paccmatpuBaeMbie B Pekomenpmanmu MCO-T X.1060, B uacTHOCTM [l pa3BUBAIOUIUXCS CTpaH, U
COTPYTHHUYECTBA MEXIY HUMH, KOTOpas OTpa)keHa B pe3yibTaTaX, JOCTHTHYTHIX 3TO# MccienoBaTenbeKoi
KOMUCCHUEH,

namsimys o0 mom,

gTto 3pdextuBHO naeiicTByromue rpymmel CIRT B pa3BuBamommxcs crpaHaXx OyAyT CIOCOOCTBOBATh
paCliupCHUIO0 Y4YaCTUA pa3BUBAIOIINXCA CTpaH B JOCATCIBHOCTU II0 pCearupoBaHUIO Ha LII‘_)C?;BI)IT-IaI‘/'IHI)IC
CUTyallu¥ B 00JIacTH KHMOepOe30IacHOCTH BO BCEM MHPE M TaKMM OOpa3oM BHOCHUTH BKIIAJ[ B oOecIieueHUE
3G GEKTUBHOCTH U 3alMIICHHOCTH r100anbsHoN uH(pacTpykTypsl Ha ocHoBe KT 1 criennaibHbIX 3HAHHIA B
00acTi KnOepOe30MacHOCTH,

pewaem

1 MOAJIEP>KATh CO3/JAHHUE U COBEpLIEHCTBOBaHUE HalnoHanbHbIX rpynn CIRT B I'ocynapcrBax-Unenax,
KOTOpBIE 3allpalIfBarOT TMOMJEPKKY, W COJACHCTBOBAaTh CO3JAHHWIO COOTBETCTBYIOMIEH CTPYKTYpHI
¢ynkunonupoBanusi CIRT B Tex I'ocymapcrBax-UseHax, B KOTOPBIX Takhe TPYIIBI CO3MAIOTCA, €CIH 3TO
[IPUMEHHUMO;

2 HacTosATeNbHO pekoMeHaoBate MCD-T paspaborate mHCTpyMeHTH i moanmepxkku CIRT B
COBEpLICHCTBOBaHMM  Mpolecca oOMeHa uHpOpPMaLued I  pearupoBaHusl HAa  WHIMICHTHI
K1OepOe30IacHOCTH C LIENbIO MOBBILIECHHUS YPOBHS FOTOBHOCTU K YpPE3BBIYAMHBIM CUTyalMsM B 001acTH
KnbepOe30macHOCTH, B 0COOCHHOCTH B Pa3BHBAIONTUXCSI CTPaHAaX;

3 MMPUBJICKAaTh PECTHUOHAJIbHBIC OTACICHUSA MC?D k BBINOJHEHHIO HacTosIIer Pe30101uy U IOBKIIIATh

ocBegoMieHHOocTh 0 BaxkHoctu Tpynn CIRT ana TocymapcTB-UneHOB HyTeM  OCYLIECTBICHUS
cooTBeTcTBYyIOMmEH AesTenbHoCcTH MCO-T,
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nopyuaem 17-it Uccredosamenvcroii komuccuu Cexmopa cmanoapmusayuu snekmpoceszu MCO

1 MpoIoJDKaTh paspabdareiBath Pexomenmanuu, obasnerus MCO-T u, BO3MOXKHO, HHCTPYMEHTHI,
KOTOpBIe OyayT CIIyXUTh pykoBoacTBoM i cozmanus CIRT u coneiicTBoBaTh 00€CHECUCHUIO CTPYKTYPBI
¢ynkunonupoBanusi CIRT, xoropyro Haumonanbheie Tpynisl CIRT mo BceMy Mupy CMOTYT HCIOJIB30BaTh
JUTsl pa3BUTHS CBOETO MOTEHUMANA;

2 JUTSE pa3pabOTKH 3TUX WHCTPYMEHTOB H3y4yaTh B MHUITUATUBHOM TOPSIKE BO3MOKHOCTH MTapTHEPCTB
U COICHCTBOBATh COTPYAHUYECTBY C APYTUMHU OPraHU3aLUsIMU 10 pa3paboTKe CTaHAAPTOB H (HOPyMaMH;

3 corpyanudats ¢ MC3-D B ero paboTe 1o co31aHHIO U COBEPIIEHCTBOBaHUIO HamoHabHBIX CIRT,
B COOTBETCTBYIOILIUX CITy4asX;

4 COJICHICTBOBATH MPOBEACHUIO UCCIIe0BaHUH cTpYKTyp HaroHanbHbIX CIRT;

5 okasbIBaTh noanepxky Jdupekropy bropo cranmapruzamuu (bCD) snekTpocBsi3u B MHUIMATHBAX,
HaIpaBJE€HHBIX Ha IPEOAOJICHHWE pa3phlBa B CTAHAAPTH3AIMH MEXIy DPa3BUBAIOMIMMHUCA M PAa3BUTHIMHU
CTpaHamH B oTHouleHny HamoHanbHBIX CIRT, B KoTOpBIE crieayeT BKIIOUUTH HccaenoBanus cTpykTyp CIRT,
n OOMEHHUBATBbCA PE3YIbTaTaMU C COOTBETCTBYIOIIMMH rpymnnamu MCD-D, BBINONHAS MHCCHIO Bemylleil
HCCIIE0BATENbCKOM KOMUCCHH IO BOIIpOcaM 0e30I1acHOCTH,

nopyuaem /upexmopy bropo cmanoapmuzayuu 31eKmpocessu

€XeroqHo WHpopMuUpoBaTh KOHCYIBTaTHBHYIO TPYIITY IO CTaHAAPTHU3AIUH SJIEKTPOCBI3U O pe3ybTaTax
BBITIOJTHEHHS HacTOSIIeH Pe3omonun,

nopyuaem /Jupexmopy bropo cmanoapmu3zayuu 31eKmpocesasu 6 compyonudecmee ¢ Jupexmopom
biopo pazsumus snekmpocessu

1 OTpEeNEINTh, TIE CYIIECTBYeT HEOOXOAWMMOCTh B Hajgumuuu HanmwoHadsbHBIX rpymm CIRT, B
0COOCHHOCTHU B Pa3BUBAIOIIUXCS CTPAHAX, U TIOOIIPATH CO3aHUE TAKUX TPYIIIL;

2 OCYIIECTBJIATh COTPYAHUYECTBO C MEXKIyHAPOIHBIMU SKCIIEPTAMU W OpraHaMU B IEJSAX OKa3aHUs
MOMOIIY CTPaHAM B YUPEXJEHHWU M COBEPIIEHCTBOBAaHWU HalMoHaibHbIX Ipynn CIRT myTeMm moBbIIeHUs
3¢ (heKTUBHOCTH U YCKOpeHUs pa3pabotku Pexomennanuii, Jlo6aBnenuii u Texuudeckux oruetop MCO-T B
9TOM 00J1aCTH;

3 OKa3bIBaTh MOJAJIEPHKKY PAaCHpPOCTPAHEHHUIO HALMOHANBHOIO, PETMOHAIBHOIO M MEKIYHApPOIHOIO
repenoBoro ombita To co3manuio rpynn CIRT myrem mpemocrtaBieHus Pexomenparmii, [loOaBneHuii u
Texuuueckux oruetoB MCO-T;

4 MOBBIIIATH OCBEIOMIIGHHOCTD O pe3yibrarax padotsl 17-ii Uccnenosarensckoii komuccun MCO-T,
Takux Kak Pexomenpanum, JloOaBimenuss m Texuudeckue otdeTel MCD-T, kacaromuecs CO3JaHHS H
coBepmencTBoBanusi CIRT, BKITIO4as COOTBETCTBYIOILYIO CTPYKTYPY (PYHKIIMOHUPOBAHHMS;

5 obecrevnBaTh, B COOTBETCTBYIONIUX CIIydasX, MOJJACPKKY U B PAMKaX UMEIOLIMXCS OFOJKETHBIX
pecypcos;
6 COJICHCTBOBATh COTPYTHUYCCTBY B COOTBETCTBYIOIIMX PaMKaX MEXIy HAIMOHAILHBIMH TPYyMIIaMH

CIRT B Takux o0nactsix, Kak co3faHne MOTeHIala 1 00OMeH MH(pOopMaInei;

7 MIPUHATH HEOOXOTUMBIC MEPHI JIJIS TaTbLHEHIIICTO BRITOTHEHMS HacTOsMmIeH Pe3omrorumy,
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npeonazaem I ocyoapcmeam-Ynenam

1 CYUTATh BHICOKOTIPHOPUTETHBIM BOITPOCOM CO3JIaHKUE M COBEPIICHCTBOBAHHUE HAIIMOHALHOMN TPYIIITBI
CIRT;

2 OCYIIIECTBIISTH COTPYIHUYECTBO ¢ Apyrumu [ ocynapcrBamu-Unenamu u Ynenamu Cekropa;

3 paccMOTpeTh BOMPOC O TOM, kKakuM oOpazom 17-s1 UccnenoBarensckast komuccuss MCO-T moxet

obecrieunBaTh moHnManue wieHamu MCD ponu u obs3anHocTei Tpynn CIRT, u npuHATE COOTBETCTBYIOLIHE
MEpBI;

4 COJICCTBOBATh (POPMUPOBAHUIO CETEl COTPYAHMYECTBA W YYaCTHIO B MEXKIYHAPOIHBIX
OpraHW3alliAX C IIENBI0 paCHIMpPEeHUs TI00aTbHOTO TOTEHITHana B o00acTd KuOepOe30MacHOCTH W
COTPYIHHYECTBA B c(hepe pearnpoBaHus Ha HHIIUICHTHI KHOEpOE30MMacHOCTH,

npeonacaem I'ocyoapcmeam-Ynenam u Ynenam Cexmopa, AccoyuuposanHuvim uneHam
u Axademuyeckum opeaHu3ayusaM, 8 3a6UCUMOCTNY OM 0OCMOAMENbCME,

1 paccMOTpeTh BO3MOXHOCTh Y4YacTHUS B COBEPIICHCTBOBAaHMU M pa3paboTke Pexomennmaruii,
HobGarnennit u Texuuueckux otduetoB MCO-T B mensx mnomnepxku 3PQGEKTUBHOIO CO3IAHUS U
¢yHkunonuposanus HauuoHansHbIX CIRT;

2 OCYIIECTBJIATh B 3TOH 005acTH TecHOe coTpymaHmuectBo ¢ MCD-T, MCH-D u pernoHaabHBIMHA
otnenennsiMu MCD.
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